PRIVACY NOTICE

Intro

In providing you our services and products, we receive, use and share personal data about you. The information
contained in this privacy notice tells you how your personal data is collected, used and shared PSI-Pay Limited (‘PSI’,
‘we’, ‘us’ or ‘our’).

The OnePay Payroll Card is issued by PSI-Pay Limited, pursuant to license by Mastercard® International Incorporated.
PSI-Pay Limited is authorised and regulated by the Financial Conduct Authority of the United Kingdom under the
Electronic Money Regulations 2011 for the issuing of electronic money. PSI-Pay Limited is registered in England and
Wales under registration number 05899168, and our registered office is at Afon Building, Worthing Road, Horsham,
West Sussex, RH12 1TL

Your information will also be held, used and shared on our behalf by our programme manager Modus UK Limited
trading as OnePay, Mayfield House, Lower Railway Road, Ilkley, West Yorkshire, LS29 8FL and its subsidiaries. You can
find out more about our programme manager at: Website: www.onepay.co.uk

This privacy notice covers the following:

What information we collect and where we get it from

What are the legal grounds we rely on to process your data?

Legitimate Interest

How we use your information and with whom do we share your information
Profiling

Safeguarding your personal data

International Transfers

How long do we hold your information for?

Your legal rights

Updates to this privacy notice
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1. What information we collect and where we get it from

We use a lot of different types of personal data and obtain it from a number of different sources. We either receive
your personal data from you directly, financial instructions, distributors and other services providers or generate the
data ourselves (for example, during the provision of our services we generate transactional data about you). The type
of information may include the following:

Your Your full name, and other P roviding you with a financial Data about your identity will be
identity and information that may be obtained s prvice and notifying you about s tored for up to five years after the
contact to verify your identity, residential any changes to the product or the termination of the contract, unless
details and [address, mobile telephone and/or  provision of the service; | we are legally obliged to keep them
those of land(ine number, e-mail address Preventiop of financial crime and for longer.
other joint [and those of other applicants or fraud against you;
applicants  [secondary card holders. Sendingyou direct marketingif you | Any personal data held only for
have consented to receivingit. marketing purposes will be deleted
as soon as consent is withdrawn by
you.
Date of | Your date of birth or age. Ensuring that you are eligible to Data about your age or date of
birth and / apply for the service; birth will be stored for up to five
or age Prevention of financial crime and | years after the termination of the
fraud against you. contract, unless we are legally
obliged to keep them for longer.
Financial Your card and/or account details Providing you with a financial Financial identifiers data will be
identifiers such as account number and sort | service, including resolution of | stored for up to six years after the


http://www.onepay.co.uk/

code we ascribe to you and
identifiers of the parties you are
receiving money from or are
sending money to.

your requests for information,
disputes and complaints,
compliance with industry and
regulatory  requirements  and
prevention of financial crime and
fraud against you.

final transaction, unless we are
legally obliged to keep them for
longer.

the product

shared access to your product, the
purpose for obtaining the product
and any communication we may
have with you concerning the
product, including your complaints
about our product and/or service.

of financial crime and fraud against
you.

Your Your income and in some occasions | Prevention of financial crime and Data about your financial position
economic the funds you use to load our | fraud against you. will be stored for up to five years
position product and whether you or a close after the contract has been
family member hold an important terminated, unless we are legally
public office or you are a close obliged to keep it for longer.
business associate of a person that
holds an important public office.
Information | The date when you applied for | Providing you with a financial | Data about the payment product
concerning and/or obtained the product, any | product or service and prevention | will be stored for up to five years

after the contract has been
terminated, unless we are legally
obliged to keep it for longer.

Information specific to a complaint
will be stored for up to three years

from the date complaint was

received. Data required for
preventing financial crime will be

stored for up to six years after the

final transaction, once thecontract

has been terminated, unless we

are legally obliged to keep them for
longer.

Usage data

The location and times where the
product is used. Where the
product offers an online portal or
other online services we will also
obtain technical data about you,
including internet protocol (IP)
address, your login data, browser
type and version, time zone setting
and location, browser plug-in types
and versions, operating system and
platform and other technology on
the devices you use to access this
website.

Providing you with a financial
product or service, prevention of
financial crime and fraud against
you.

The data about your usage of the
product will be stored for up to six
years after the final transaction,
unless we are legally obliged to
keep it for longer.

Your
personal
situation
(where you
choose to
share itwith
us)

Your personal data relating to
difficult circumstances or a medical
condition.

Providing you with a tailored
service in line with your personal
needs.

Data about your personal situation
will be stored for up to five years

after the contract has been

terminated, unless you instruct us

to erase this information at any
point before the termination of the
contract.

2. What are the legal grounds we rely on to process your data?

We can only use your personal information where it falls into one or more categories. PSI-Pay Limited relies on a

few different legal grounds to process your data:

o o o o

It is necessary to the fulfilment of a contract we have withyou;

We have a legal or regulatory obligation to do so;

It is our legitimate interest to do so and it is not against yourrights;
You have provided your consent to the processing.




Further information on the specific legal ground used for processing can be found in Section 4 ‘How we use your
information’.

3. Legitimate Interest

The UK’s data protection law allows the use of personal data where its purpose is legitimate and is not outweighed
by the interests, fundamental rights or freedoms of data subjects.

The law calls this the ‘Legitimate Interests’ ground for processing personal data. Our use of this personal data is
subject to an extensive framework of safeguards that help make sure that people’s rights are protected. These include
the information given to people about how their personal data will be used and how they can exercise their rights to
obtain their personal data, have it corrected or restricted, object to it being processed, and complain if they are
dissatisfied. These safeguards help sustain a fair and appropriate balance so our activities do not override the
interests, fundamental rights and freedoms of datasubjects.

If you think a decision is unfairly balanced in our favour you have the right to object to processing or to the restriction
of processing. To find out where we rely on the legal grounds of ‘legitimate interest’ view Section 4 e) ‘Chargebacks’.

4. How we use your information and with whom do we share yourinformation.

Your personal data will be used to perform the services we provide to you. We also process your personal data to
fulfil our regulatory and legal obligations as a regulated and authorised entity. In particular, we may use your personal
data for:
a) Providing you with a financial service

In order to provide you with a financial service as detailed in our Terms and Conditions, we will collect your contact
name, residential address and means to contact you (such as your e-mail address, mobile telephone number etc.).
We may assign a customer reference number or another unique identifier to you in order to reduce the risk of
disclosing your information to unauthorised third parties. We may also track technical data about you and the device
you are using when you use an online portal to authorise a transaction, manage your online portal settings or view
your available balance.

Who we share your data with for the provision of a financial service:
We use outsourced third-party providers such as:

0 programme manager who assist us in providing the financial service to you Modus UK Limited trading as
OnePay, Mayfield House, Lower Railway Road, llkley, West Yorkshire, LS29 8FL,

o processors who assist us in processing the transaction data to the financial institutions you are transacting
with,

o card bureaus who produce the payment card we issue to you—

o call centres who will assist you with any questions and complaints about the financial service we are
offering and

o Your card and account payment scheme

The legal grounds on which we rely for such data processing is fulfilment of a contract.

b) Preventing Financial Crime
We have legal and regulatory obligations to ensure that the financial services we offer are not exploited for illegal
ends. In order to comply with our legal and regulatory obligation we have to ensure the information we receive about
you, which we rely on to provide you our products and services is accurate. As part of our duties, we use your personal
data to verify information e.g.
o your identity and that of the persons and companies you are transactingwith,
o date of birth and residence,
O your economic situation and the economic means you use to load and spend using our payment
instrument(s),
o the purpose(s) for which you are using the product.
We match your identification data against a database of Politically Exposed Persons (PEPs), sanctioned individuals
and people of interest. We do this in order to identify whether you are on a list of sanctioned individuals, hold an
H



important public office, are closely related to a person holding an important public position or are a business
associate of a person holding an important public position.

We will also review your transaction history and any communication you may have with us or our outsourced service
providers and will conduct profiling with your identity information, your transaction history and any communication
in order to detect any form of financial crime. We use this data exclusively for detecting and preventing criminal
activity, (e.g., fraud, money laundering, terrorist financing, bribery and corruption etc.).

Who we share your data with for the prevention of financial crime:
We use:
o Programme manager - Modus UK Limited trading as OnePay, Mayfield House, Lower Railway Road, llkley,
West Yorkshire, LS29 8FL.
o  Customer Due Diligence provider
o Processor
o PEPs and sanction-screening provider

Where we suspect that your payment instrument(s) has/have been used to conduct financial crime we have a legal
obligation to report our suspicion to law enforcement agencies. In such instances, we are not permitted to inform
you about such data sharing.

The legal grounds on which we rely for such data processing are legal and regulatory obligations we need to comply
with.

¢) PublicBodiesand Law Enforcement
The police and other law enforcement agencies, as well as public bodies like local and central authorities and our
regulators, can request us to supply them with personal data. This can be for a range of purposes such as preventing
or detecting crime, fraud, apprehending or prosecuting offenders, assessing or collecting tax, investigating complaints
or assessing how well a particular industry sector is working.

The legal grounds on which we rely for such data processing is legal and regulatory obligations we need to comply
with.

d) Complaints
As part of our legal obligationswe are obliged to handle any complaints you may have about our products and services.
In instances where we are unable to resolve your complaint to your satisfaction you may raise your concern with the
Financial Ombudsman Service (FOS) whose website can be found here: http://www.financial-ombudsman.org.uk/. In
such instances the FOS may contact us to obtain evidence from us on the disputed particulars which will contain your
personal data relating to your complaint. In order to help the FOS to resolve your complaint we are then required to
disclose relevant details of the case to them so they can undertake their own review.

The legal grounds on which we rely for such data processing is legal and regulatory obligations we need to comply
with.

For further information about our complaints procedure please visit our website at www. onepay.co.uk/help or
alternatively we can provide you with a copy of this procedure if you request a copy in writing.

e) Chargebacks
If we have a legal claim against you in situations where you have accrued a negative balance on your card or account
and you do not rectify it we may pursue the legal claim in the courts. .

The legal grounds on which we rely for such data processing is legitimate interest.

f)  Vulnerable persons


http://www.financial-ombudsman.org.uk/
http://www/

Our customer service may offer you a better tailored service if you authorise our customer service team to establish
with you and record whether you are suffering from any condition or circumstance that may impede your
communications with us. In those instances, we might be able to provide you with information more appropriately
designed to improve your understanding of our products and services. If you wish that we should record specific
information about difficult circumstances or a condition impeding your communications with us, please contact us:

o Stating your condition.
o List any information about the means of communication (that we can reasonably accommodate) that
you would prefer as the means by which we communicate withyou.

If you choose to consent to us recording this information you can contact us at any time to request us to stop
processing or erase your data relating to your condition or difficult circumstances. If you do not do so, we will delete

this information as soon as you have redeemed all of your remaining funds withus.

The legal grounds on which we rely for such data processing is your explicit consent.

PSI-Pay Limited Will store this data, until you withdraw your consent.

g) Audits and regulatory oversight
We are legally obliged to carry out audits in order to ensure our activities meet relevant financial services regulation
like the Payment Services Regulations 2017 and regulation associated with it such as the Money Laundering
Regulations 2017. As part of any audit, our auditors may review some customer files for ensuring that some or all
areas of compliance of how we provide a product or service to you have been met. When this happens your customer
file might be reviewed as part of a sample of files in order to review whether we handled you in an appropriate
manner.

In some instances, we use external auditors in order to review our compliance and your data may form part of such
a review.

PSI-Pay Limited is regulated by the Financial Conduct Authority (FCA) for providing financial services and by the
Information Commissioner’s Office (ICO) for the purpose of data protection. Both may carry out audits on aspects of
PSI-Pay Limited’s quality and relevant compliance when providing their services and products.

The legal grounds on which we rely for such data processing is legal and regulatory obligations we need to comply
with.

5. Profiling
We carry out profiling in three different scenarios:

o The prevention of financial crime;
o Safeguarding your online portal against fraudulent access by unauthorised parties;
o Marketing.

When we are trying to prevent financial crime we will combine your personal data concerning identity, economic
situation, purpose for taking up the product and your economic activity (in some cases this includes formal
documentation evidencing where you obtained the funds you wish to spend with us) with the financial information
we gather when you perform transactions and the communication you engage in with our customer service team.
We do so in order to identify any suspicious behaviour that could indicate your participation in criminal activities or
third parties using your data to commit fraud. Where we suspect any criminal activity we are legally obliged to report
it to law enforcement agencies.

When we process your data to protect your online portal against unauthorised use by third parties we will combine
the technical information you submit as an electronic “footprint” with the actions you usually take when logging into
the portal. This allows us to identify any unexpected use, which may indicate unauthorised access. In instances where



we suspect unauthorised access we may block the portal and contact you as soon as possible, unless we are not
permitted to do so by law.

If you have consented to receive marketing material from us, we may analyse your spending behaviour in order to
send targeted marketing to you.

If you have concerns regarding the manner in which we conduct profiling, you would need to contact us via the
contact information in the Section 11 ‘How to contact us, complain or request access to your personal data’.

6. Safeguarding your personal data

We take the protection of personal data very seriously and we will maintain appropriate safeguards to ensure the
security, integrity and privacy of your information. We restrict access to your personal data to those employees,
service suppliers and sub-contractors who need to know that information to provide products or services to you.
Those persons are also subject to a duty of confidentiality

7. International Transfers

We are in the United Kingdom. In certain circumstances, we will need to send or allow access to personal data from
elsewhere in the world. This might be the case, for example, when a processor or agency is based overseas or uses
overseas data centres.

While countries in the European Economic Area all ensure a high standard of data protection law, some parts of the
world may not provide the same level of legal protection when it comes to personal data. As a result, when we do
send personal data overseas we will make sure suitable safeguards are in place in accordance with European data
protection requirements, such as:

o Putting in place a contract with the recipient containing terms approved by the European authorities as
providing a suitable level of protection. Read more about this on the European Commission Justice website
https://ec.europa.eu/info/law/law-topic/data-protection en.

8. How long do we hold your information for?

We will retain your personal data for as long as necessary to fulfil the purposes we collected it for, including for the
purposes of any legal, accounting or reporting requirements.

Whilst you continue to be our customer, we will keep a record of your personal information to ensure that we provide
you with the best service possible and where we are required to keep your personal information to meet our legal
and regulatory obligations. Please view the column ‘How long we store it for’ in the table in Section 1 to find out how
long we hold specific sets of personal data for.
We will delete your personal data or keep it in a form that does not permit identifying you when this information is
no longer necessary for the purposes for which we process it, or when you request their deletion, unless we are
required by law to keep the information for a longer period.

9. Your legalrights
Subject to applicable law, you have the right to:

1. Access your personal data, rectify it, restrict or object to its processing, or request its deletion: -

a) Access to yourdata



You may request access to your personal data (commonly known as a ‘data subject access request’), to update and
correct inaccuracies in your personal data, to have the information anonymised or deleted, as appropriate. This
enables you to receive a copy of the personal data we hold and to check that we are lawfully processing it.

b) Objection toprocessing
You have the right to lodge an objection about the processing of your personal data by us. However, you should know
that under the General Data Protection Regulation, we will not be able to stop processing your data in all instances,
We can stop processing your data as explained under Section 2 ‘What are the legal grounds we rely on to process
your data’.

In many cases - particularly where personal data is being processed for activities such as prevention of fraud and anti-
money laundering, supporting responsible lending and suspicious activities reporting - we are not permitted by law
to stop processing or delete personal dataimmediately or prior to five years after the end of our business relationship.

¢) Restriction to processing your data
You have the right to request restriction of processing your data. We can restrict the processing of specific data items
in situations where you believe that the data we hold about you is inaccurate, for example, when you have moved
house and we still hold your previous residential address. In such cases, we may request formal documentation
supporting any requested amendments to your data.

In some circumstances, you can ask us to restrict how we use your personal data. Your rights are set out at Article
18 of the General Data Protection Regulations https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=CELEX%3A32016R0679. You cannot enforce this right in all circumstances, and your personal
data may still be processed where certain grounds exist. This is:

o where we have to follow a statutory obligation (you can find relevant areas where we have to comply with
statutory obligation in Section 2 ‘What are the legal grounds we rely on to process yourdata’);

o For the establishment, exercise, or defence of legal claims;

o For the protection of the rights of another natural or legal person;

o For reasons of important publicinterest.

Only one of these grounds needs to be demonstrated to continue data processing. Please see Section 2 ‘What are the
legal grounds we rely on to process your data’ for a description of the legal grounds upon which we rely for processing
of personal data.

We will consider and respond to requests we receive, including assessing the applicability of these exemptions.
However, it is important to note that in many circumstances we will be unable to provide you with our services
without using your personal data. If you want to object to the use of or restrict how we use your personal data, please
use the contact details in Section 11 ‘How to contact us complain or request access to your personal data’.

d) Rectification of personal data
1. In some instances, we might hold outdated information about you like a mobile telephone number that you no
longer use. You have the right to ask us to change this information. In some instances, we will need to ensure that
the new information is correct and may request documents from you to verify itsaccurateness.

2. You have the right to request transfer of your personal data to you or a third party. We will provide to you, or to a
third party that you have chosen, your personal data in a structured, commonly used, machine-readable format.
Please note that this right only applies to automated information which you initially provided consent for us to use
or where we used the information to perform a contract with you.

3. You have the right to withdraw consent at any time where we are relying on consent to process your personal
data at any time and free of charge. However, this will not affect the lawfulness of any processing carried out before
you withdraw consent.

4. You have the right to right to lodge a complaint with your supervisoryauthority.



10. Updates to this privacy notice

We may update this notice from time to time by publishing a new version on our Programme Manager’s website. We
will endeavour to contact you regarding changes to this privacy notice, where possible and appropriate. However,
you may also wish to check this page occasionally to ensure you are up to date and/or aware of any changes to this
Privacy Notice.

11. How to contact us, complain or request access to your personal data

For general personal data enquiries, please contact Customer Services at Modus UK Limited trading as OnePay,
Mayfield House, Lower Railway Road, Ilkley, West Yorkshire, LS29 8FL.

If you have a question as to how we use your data or would like to exercise one of your rights under GDPR with the issuer,
please contact us using one of the below:

To make a request by email: [PSI to confirm

To make a request by post: Data Protection, [PSI to confirm]

Please let us know if you have any feedback or are dissatisfied with how we have used your personal data. You can
contact us using the above contact details.

You also have the right to complain to the Information Commissioner’s Office (“ICO”), the UK Supervisory authority
for data protection issues at https://ico.org.uk/concerns/. However, we would appreciate the opportunity to deal
with your concerns before you approach the ICO so please contact us in the first instance.




